SEA/J?#Z NCEEER Y ST T FlElE
EAS CEDIRILDDM?

~Y I NI T 7 ONESIECHITSBRZ

HAR%RY NDO—=DOtFa1 U1 =

==

BN SE N~

(JNSA)



S CEIT

2 -

JNSA



(FU&IC

OFEERYTRIV
SEA/JTFATEESRIT DX 1) 71 HEITEHETESRIDON ?
~Y IR 7 DIEFEICHITRERZEHHNSFEN~
IR DIEFEEICHITEIER
~Living off the LandZ&[CDL\ T~
) IR DEEHICHITEIBREN
~Living off the LandIREMNIJ XY~
IR DeFEHES

~CVEZSiHiE< ~
QEEBIE

COEEETIE 8E (VIR I I PHEssE) [CTREER T SAEIC DLW T EFICHIFDIVYIRII 7D
MESStE &N UR DO TZRDIUR D |2 UE T,

ERDEEBHOCAR DLW REMNEHD & T SEA/ISETIRTFAFDAT Z L VIFR<SEE
WZEE . JURHRICEILZEEE ERY X T,

®IEI§EJ%'F$E X2 T4 ~(FIEEAF)
i —3X oI
e JNSA



HCfaim

B R

20FME ERBHEDIRTLIVI T PMICHiESE
POLABREERIZATL.  WEMEIHID X T LA
PCIDSSYRF A REERERI AT L fth

15F/. BT —ERBEIL LT BEICKHSE
AN —tF2 )71 —ZD T (AMBRK)
HA4N—tFxa1)FT1saHIT10T b

B B

EFI) T —ERERICHSE
(FrSERETE. EF2) T ATV T VI RBRE)

‘BirtrMiN\—tFa1 )71ty -8R (VY —R)
¥ )T 1BEIDERK. HICTFXIE

St B3 1—S g T ‘NPORAF Y FI—5 %117 (& (INSA)
wea B/ a2 g T B 117 HEEEWG FLEER A ME L)
7IINEIIA T2 AR A N~ 2RI AFHEEGR (CSTIA)
LT AEURRALD > &

A WG —5'— (B - B N — 2 ek 1E)
FTEREHR(AER) -Eﬁﬁﬁ%ﬁﬁﬁiﬁkﬁ#ﬁiﬁ%ﬁﬁ?%mﬁ(I;II((::T) -
) HAIN—tFX 21T 1HZEZAR(CYNEX) Co-Nexus INSA



VIR 7 OMEEMECH T DEBRY
~Living off the LandIXE(C DL\ T~

JNSA



Living off the LandI&¥Z(CDUL\T

[Living off the Land{E& &1 ?
AR T DY VAN ERRE 2151

AHKESCEAETR(PM6F8A27H) 448" ~712

IR TIYIFEABKERERR(RM6ESH27H) |
https://www.digital.go.jp/speech/minister-240827-01 JNM


https://youtu.be/IBYpbNaHCMY?si=_yCDixhkfFkY5d2o

Living off the LandI&¥ZE(CDUL\T

[Living off the LandIXZ& &% 7?

AEFRIT DY VN EIREZ1E1E(2024.8.27)

AHTIYIVAKESECRES

7

I RAT LRFEYS. Living Off The LandEWHON TV S ED(CH T SEFRATEVE TN EDHA—R S PR
EHSFELIN, COXEICEETHRER ARETVELE,

VRT LRFEEM A DM RICEAT EXEZ22H(R) [CARLTHVET . COYATLAFEHITES .
%I DDLHEEER AN —IREFEN, SEIEERICIENYDDHYET COFEIE IRTLICEBALRZRIC. ¥
WO TP ZEIMERDBEEIIE S DT YRTLRNICHDIERDEERY — )L OEEE > TEENZEIT O /28 1Rl
FTHCENHLULWEVWSFEN YT,

CDIRTLARAFTEHBMADTREUTIE VAT LDOT ZMHERT D EHNEE T CORMBINRICEAT 5XE
Z22BICARULEL . CNIEA =R S U7 EIRHER L ZEDEDNISCEZEZTINEDHEANHREIZEEZ LAKL
ZEDT RERELFLTWVET,

FRRERDN O RIS E N REUZED T, ITICEHT SREFEDIENRY ST —IUFEEH DS VWEIEE1 VTS
FXREDARICAEITTHERLIZEDTHY T . BROEKICITEIFERZE LRI LV ER > THYET,

RN EEEE SNDYURT LRFEHMADRMBVSNRICDO VT, BFRNICXEZH LI S &(E HAED T
IN—tF21)7T1Dagfb. KUY\ —tF21 )T DHF TCOERREZEDREICEDENDSEDTHUEXRIDT,5E
i D U ZEH TSV ERBO>THY KT,

IR TIUYIFTABKERERR(HM6ESH27H) |
https://www.digital.go.jp/speech/minister-240827-01




Living off the LandI&¥ZE(CDUL\T

[Living off the LandI&ZE (L. 22 #RHHD\EEE 2XDH?
Living off the Land : T#DL1MICEET D 1 EVVD R
Living Off The LandDIXEE (LU, LotLIXE &89 ) &1k WERAIDE R RABEZ kT 5 &7 HEY

EUFSIAATZIERY —IIVDBRACHEEDRIEICHDVRATLEZERAT S ENZERS GVWFEZHL)
DWMEFIETT,

TERDVIVIITRBEIFERY, LotLKE Tl AEOSAIER T O S LT PAINZEFHFEAHEE Ao
KHOVIZ RNV AT LARICT TICTFET DIERDY —IUXOMEEETHIN CERUE T BARE . R
A CBRaE UM S BA L. BB RO GEROKE(C[[IFTTZ/INV IR T (VAT AICARERAT D
HDEN) DIERRE DA IEITAZEBTHITE I,

XIEFY—IL&E. Windows OSTahldemd.exeXcertutil.exe&EWo7e¥1 00V IR LD TERINTLWBRERD I 71ILDZETY,

8 JNSA



Living off the LandIRZE(CDUL\T

HA )\ —IREDOFE] (45) IIITT
@3d—JVINwH
® IIVRHE
‘) J ESHE
— — @ SR
TAYIIT A=)
1
@ FEBA :
WEEH ® MERESR © HEm
EE*T—/\‘%—%
Wﬁﬁwaé
VPNEE mmmsmem) Ei [I

N ®'7*f)l/2$ﬂ%
@gj}\;ﬂpcnr 2 "E‘W

' nlgnIEfJJHX @
@d—JVINwY g%




Living off the LandI&¥ZE(CDUL\T

Living off the LandDREICE<S<ERINDY—ILDA

(LR A20IC L DEREE)

HAN—EBTERAINYT L\WindowstZEIOT RO

(LB ADOIC L BFREE)

v—1 - —
e EOBERA Lotl COTLERH bR EA0BERS Lot COEAERRS
. QS S BER (77 0L=TAVE) , Ry s F , = S o 5
Co(blf'tt&;'ke '\(;,%;_ 7 > 4 _f") 7. BBy - (RAT) & LTOSHD powershell.exe Windows PowerShell D %47 BasebdnXFHHHav v FEALY
ortra ] la Y8 & %ﬁ% - -
P rundll32.exe DLLADEHNES AZEWebt — /b bjavascriptZ U
nyDes [ . N ki pmrm ey
BRTOTRY by 7B Fv h7—2 FOPCOEBREL & :
(AnyDesk Software) reg.exe WindowsL ¥ 2 b ) D#fE LYA MDD LT vy v IVEE
PsExec fenm o= TEDav Y FY z LOET, . ,_ . o =
(Microsoft) ERTOT 0L RET e mshta.exe HTMLY 70 7= 3 v 0EfT AEWeby -1 27 ) 7 MR
" M;mikitz " PoCy— b (BEEOET) DR OER findstr.exe 774 VADXFRERE BRDEZ7 7 A NVARRT— PG
— T —
2 = N - . EEEE%fD/f\/Zl\_JI/HE}‘IZ#JUj_—’fﬁ b S 4
Process Hacker j?iéi;wiﬁ%ﬁ X UTAERBEDERT AL R /4 — certutil.exe BENEE ABY—rho77 4 VERE
=TF75% = b} o 0 25 =}
(F=7vv—=2) REFRY 5 LORE EAORREEE
AdFind - _
(F=Fvy—2) Active Directory (AD) #3% ADZE%, BEEBOBRINE
o gzgﬁfﬁt‘; 9 7IFREL-ULoRs BET— 4 DA
( T_';‘?'j?j_x) 559 KR bL—Y L ORH BET — & DB

BIfTE: hLURY,20 TLiving Off The Land(LotL: BIEFER) DA N —KEB~EROJ OHRITIEBE T IRABELRVIETICE?)
https://www.trendmicro.com/ja jo/jp-security/23/h/securitytrend-20230825-01.html

JNSA



V) J RO T 7 DREEE:

~Living off the LandI¥ED ) X T~

F(Cé

517 B

=451

JNSA



Living off the LandIREZEDEHID

RED/\YF2TTIV—TTVolt Typhoonl. KE/IRIEENE(HZIE

N F 21— YMNDINS R ARNEHHEGEESHEN. RED/\YvF* 2T T IJL—TTVolt TyphoonlIC&>T
XYRD—ORMEEIN,

2025%F3812H. ICS/OTtFa1)r1ENDDragosttlIhEDNDER 725 —Volt TyphoonHt
KEDEIRIBRAUREFIERETDIT—ARYTAICLDEZNICINZDIIINVERAS B
Littleton Electric Light and Water Departments(LELWD) C. B#tADEEIZ2023F11R8
TEICHBAL Tz, SOICHEBZIT /AR 2023F 285153008 EICH=>TTVolt Typhoon|
DEAZELU. OTIVRAT LN T —FEEFEN T\ EMNERINIZELD,

['Volt Typhoonll&, Y X7 LRETEHT (Living off the Land(LotL)IXZ8) RIS ET
ATIVAENDNEEY  H 04 F1— % FEAEBICEZRVWVETIE>TLWBADTY,
AINTEEIZFOEONRERN TR, PIEXEDEDOMNBERN T, EFD7I0LRIEXTIV—hTA4—RX %
CTlIR< U TSMFI— VDR ZERE > TITONTLET,

KT —bIDA—REBE (L, INRAT—RIREDEEIERZER T DDIC. EZONDIARNTOHAENEERAITHEFEDZ E T YUY EEMIEN., fF
BICHITZERYIRTZCENS, TIL—T#+—X(Brute Force) ELVSZRIDMTIFSNTLET,

JNSA




Living off the LandIREZEDEHID

FVolt TyphoonIDWEFO

— YR APT ClEIRE v R—VEIRIRNICH W\ TC2— /N =TIV I T 7 &2 FENEN Tz, CNODIBREEE T3 &

T RBRDEEE R C EORE AR ETS

ENWNTEZET, Volt TyphoonlE. I —TEEDVIVIIT7 %

FEAEFENDRWNVREDIRT LREFEHM(Living off the Land(LotL)¥E) DFIEICLY . #BEIRBICIXIoCxERD

BHREIFEAETHRLEE Ao

I VoltTyphoon ™ B E;EEH I

CTETOREF v R—

[FEzrzrEoomzrr>~—
-
& E§9 T T T e e e Ny &
e‘ --------------------------- B a
I . o I Fho b BamiEskK
o P = S5 = = =
[Eremms | —
* —————— *
WA R T AR AL
| — AR A APTES) |
t B #miEE
[ b e = o
REAR R
L:_.E-I»D—I»:—_,: - == kil
— S
| ADE=E. =ik |
5|f%: JPCERT/CC TVolt TyphoonDXEF+IR—VICESBATVAREIRODN
‘ " https://blogs.jpcert.or.jp/ja/2024/06/volt-typhoon-threat-hunting.html
13 SEEHL = B < DEMERT

JNSA



Living off the LandI¥ZED

dunl

=6y

FVolt TyphoonIDWEFO

BLONPTH YN S<DAPTP O —IEEA IS %
3. BI CIhE - EAULTLWDEEZOSND/
s o . RSN — 2 DR Rl
——————————— ol RL—23 VB> =HIcC2H—/IN\—
e ---T HERE3Y)- TR 7543 W LT rOREDLELENCR
gyt W3,
ﬂ{t EREEN A E ﬂ BELDTUVPSH-E 2 /B HE ﬂ A TRIRERRY bRV N EEDSISES

g " b Ry MRy RO A AT
S o i —pﬂ Y — 2B E T BTz, BAHICE
LSEAOREL LSRN 50 ek sl sliaen i
ESDHDJL—‘?— ._[Eg.{“ jﬁgﬁﬂmﬂﬁﬁﬁf_bbﬂﬂ% EEC L = /‘I'\“JF*‘JI\@JEJEHK ‘fTL/T?TjL_t
KEEN0. BHEELHTUREA TS BEELnRARY FEEEE BONET,

DFEE - ERNEEL WHPDTAIN—D51 LR DINEEE)

0,8 TlEIMy bRy SDIEBEERT I —T &,
a® NZFBULIERDISALZRTIV—
21205 TEDDE - EENAELENINTULE
(Ry by ) 9,
iy b 2 72%EANS
APTH v R— P bt Pcart.Or b S DA e ot ooty et R

JNSA



Living off the LandIXEDEHIQ

IIJ&EH=ZIF7=ILiving of f the LandX{Z&]

AIT—RYNZITPT«4 TN HAMN2025F48158ICAMDA—=IbEF1 ) T4 —F—ERMJEF217MXT—EZX 1H5400hA
HEBOT7 A MEHRNTRRUIZAREENR D EHEKRUEU . AHHDBRBREHLRIZ2025F5813H. REERDEE CREENIC
DUVWTHIEL, T—EZANZ(F 7z ZE (&I Living off the Land(LotL)¥Z /o= &ZBES M ULELE,

WIFAX7R18H. T —ERFMBEDBRNRRUEEEZERT A VI —RYM U771 T () HETBIEELzEHRKR U,

LT —ERXTERSNIEEFA—IVDT I I INZAT—RDRZL)

WRDEERIZHE: 13238

) ZDEIED—BDIEHREENICDVWTIEEFA—IVTAIVNDHFRAVWVERIERAINTLET,

) E—HRTRAVDAREEN S D EUEEFA—ITHIUR,072,6508D55, 311,28834NZHLET,
HEZT—ERZFRAU TEZEINLEEFA—ILDARI - ANV IIBERDIKAL)

WRDHEREZHE: 622K

LT —EREBEUTENET DL DICERESN TV 2ttt 0 SO R —E XD EREEFEHRDITA L)
WRDEERZHE: 4883

5lAT: I MNMUEFIPMXT—ERICEFEEBZHRERDBE VIS DOV TOHFECERE]
https://www.iij.ad.jp/news/pressrelease/2025/0422-2.html

(REFE)

WEAFZORFEZEFAL T AERI—FEXRTL. AE7 7R ZTVELUE,
(IIJHDRIE)

[1J#L[F2025F 2 Al CActive! mailzt—EZXDSERA U IREFHZY TR 7 ZERL TV EE A,
(OA)T A7 D)

[Active! maillORFEITTHDIA T4 7 RBIEEBIELIH/N—U302 ) —A L BRZHUMNITVET,

15 JNSA



Living off the LandI¥ZED

Jlinl

=071e)
IIJ&EH=ZIF7=ILiving of f the LandX{Z&]

A=Y D774 T)HDOY A N—RBORAE, FttHE T ST EF I 7MY —EZ I TTEATNTY

=88 ) o7l Active! maillDESEEEEBRAINZZEICKDEDTT , COMESEEIE. RIE7ZITCANRET
DETHERBEIN LW >IZIZOF1MeseElI TcUz,

(RE)

[EFa7MXT—EXTERINTLETActive! mailllc. RZYIR—=ZADI\Y I 7A—=/\—DJO—%5|FELITXHERD
fe551H (CVE-2025-42599) A FEULEL .

FFLWT—%

XE) a1, RET—Y X TR (FD) XEUFEE(1R)
g ==3
VA — HBATRENE
Jy—2FPRLR BEHZI—FOPRLR 5—27PRL2R BEHDI—ROPRLR
Ny I7ERUTAADT—%
Ny TP KYERERT—Y

TOTS LK AERENAIBZITS72HICXE) EICN/\N T 7 | EFHEN SERTRISERERL TVWER T CON\Y T 7 JIORTEO—-NIVEEOREE D5 1#K.
=P RLRREZIBINT AT DFREBIERY Y OB EMIN TN T  RYVIR=AD/N\Y T 7A—N\—TO—KETIE, EICRF Y IEHD')
=7 RLANETRZI SN, BRURVWI—RNETINDAIEEENHUET,

g5t (CVE-2025-42599)

Severity Version Vector String

{m [ criicaL | 3.0 CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

JNSA



VI MDD T 7 OMESEEZER S
~CVEZ & iE< ~

JNSA
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HEAESS B FCVE(Common Vulnerabilities and Exposures)|Z. &5
T RKEBFROXZEZZITIZIEESFIEIROMITREM N ERE

1 AT!

sl T

{ERZRmADAETEMEIC—R DA E ST CVEERIES (CVE-ID) 125U TWS,
ESIEBIRT —9 R~ (CVE) TOYSAIC, #FR40NEU D400 EDCVEREMEINHAL THY, 2024510 ABR T4 HHLL

EDOCVENREHFEINTLSD,

Partner Information

Program Organization Downloads Resources & Support

Enter keywords (e.g

VE D, sqlinjection, etc.

Searchtips @ | Provide feedback

@ Notice: Expanded keyword searching of CVE Records (with limitations) is now available in the search box above. Learn more here . ¥

CVE™ Program Mission

Identify, define, and catalog publicly disclosed cybersecurity vulnerabilities.

There are currently over 288,000 CVE Records accessible via Download or Keyword Search above.

@ Access

List of Partners

CNA Rules

CVE Record Lifecycle
CVEProject on GitHub for
Development(Z

Idea tracker &3

The CVE Program partners with community members worldwide a I,@.‘ .
to grow CVE content and expand its usage. Click below to learn ) (@]
more about the role of CVE Numbering Authorities (CNAs) and -
= =l
Roots. - =4
Learn More I [ Become a Partner -}
8, 5
€
& ©

M Learn [ Report/Request
About CVE = Report vulnerability/Request CVE
Process D

Program Organization
CVE 25th Anniversary Report published/updated

Related Efforts Report the use of a reserved CVE
Terminology Dz

CVE Services for CNAs

Request CVE Record be

]

CVE Numbering Authority (CNA)

Access Resources Based on Rol

‘.._é m

Working Group Vulnerability Researcher

Provide feedback for this page

Links that redirect to external websites &2 will open a new window or tab depending on the web browser used.

News

(=]

5

Arteche Added as CVE
Mumbering Authority (CNA)
Help Shape the Future of CVEs
with the CVE Consumer
Working Group
The Rust Project Added as CVE
Mumbering Authority (CNA)
TCS-CERT Added as CVE
Numbering Authority (CNA)
NEWs Icons®

MORE NEWS

Events

CVE Artificial Intelligence
Working Group (CVEAI WG)
Meeting

Every Other Monday | Virtual
Researcher Working Group
(RWG) Meeting

Every Tuesday | virtual
Automation Working Group
[AWG) Meeting

Every Tuesday | Virtual
Strategic Planning Working
Group (SPWG) Meeting
Every Other Wednesday | Virtual

EVENT I((]NSo

CVE#HBIES

TCVE-YYYY-NNNN]

CVE:
CVEREMNFCTCHDEETRT
BEEXF

YYYY:

EEUENER INFEERT
FEEANTDEF

NNNN:
FDETHRIVHTONES
ERI AU LEOEF

HE https://www.cve.org/
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CVEDIE

%EE'E(CVE_ 2 O 2 5 _4 2 5 9 9 ) E*ﬁ?{?jé t CWE-121: Stack-based Buffer Overflow

Required CVE Record Information

W Common Weakness Enumeration @ New to CWE?
T communiy-deveaped ot S & HT wesinect o s e bocom vl HY Ao
CNA: JPCERT/CC N e

CWE-121: Stack-based Buffer Overflow
Published: 2025-04-18 Updated: 2025-04-18 T .

Abstraction: Variant

Description <+— [fESEHEDEA —— ) | C) | (Comn)

~ Description

A stack-based buffer overflow condition Is a condition whera the buffer being overwritten Is allocated on the stack (.2, Is a local variable or,
rarely, a parametar to a function).

Active! mail 6 BuildInfo: 6.60.05008561 and earlier contains a stack-based buffer overflow vulnerability. Receiving a specially crafted request created and sent by a * Alternate Terms
: : : ; : : . Stack Overflaw “Stack Overflaw” s often used Lo mean the same thing as stack-based buffer overflow, however it is also
remote unauthenticated attacker may lead to arbitrary code execution and/or a denial-of-service (DoS) condition. used on eccasion to mean stack exhaustion, Usually a result from an excessivaly racursiva function call
— Dua to the ambiguity of the term, usa of stack ovarflow to dascribe either circumstance is discouragad.

¥ Common Consequences

CWE 1Total ¢ %SE'EG)EE [ :‘:ﬂc,:.,...‘;.- Details

Learn more
Scoper Availability
Buffer overflows generally lead Lo crashes. Other attacks leading Lo lack of availability are possible, including putting the
program into an Infinita loop.
* CWE-121: Stack-based buffer overflow cansines
lodfy HEMOTYS i capes tntegrity, Ganfidentiality, Availability, Access Contral
Buffor overflows often can ba used to executa arbitrary code, which is usually outside tha scope of a program's implicit
CVSS 17otal Tion sacurity policy.

<+— [ESSIEDRAE

Learn more

lity, Accmmn Cantrol, Other

When the consequence Is arbltrary code exacution, this can often be used to subvert any other security servica.

Version Vector String
o . 82 MITRE
2.5 = .0 CVSSIO/AVIN/ACL/PRIN/ULN/S:U/C:H/I:H/AH https://cwe.mitre.org/data/definitions/121.html
Product Status CUss 3 CVSS:3./AV:N/ACL/PRNJULN/S:U/C:H/H/AH A-32I798 &
Learn more
Vendor Product TRIIRYT bILAV) HIEBA(P) O—hL(L) R (A) ES R
QUALITIACO., LTD. — RENRIY— Active! mail 6 < B
. WEOHMI(AC) =1G) a-(L)
Versions 1 Total \
Default Status: unknown HEEAR(PR) &l B BL(H)
Affected
A=H=1 025043 () &7 (R) AL (N)
* affected at Buildinfo: 6.60.05008561 and earlier
Z231=7 EEEL (V) EE(Q)
References 2Total SREANOHE() BL =W &)
. hﬁps:ffwww.qualitia.cnmf] p/news/2025/04/18_1030.html = ¢ %%U RL LUTFFIT1 A YRI () #L(N) a—(L) = (H)
* https://jvn.jp/en/jp/JVN22348866/ (2
AIREAOFE(A) AL (N) a—(L) = (H)

19 88 https://www.cve.org/CVERecord ?id=CVE-2025-42599 N IN22348866/
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BrlcXENHDENMNHDEESFUIZEFHKRU SN CVE Foundation (CVEELE]) X DERIINFERS
NERL7,

TO—A T KETAN—tF21 )T 1 HEBLZERET(CISA) FCVEZEIET SMITREE D
HWEERL. SEOERERZEHARUE VLD MBIEICETRZREBDNZINTLET,

X CVE Foundationld&ERIIUIC & H > T BRAFFICIFHEBAFRICSHEREIC DLW TRICERKIN TLIVERL
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